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So: 145 [THTT

Vv théng bao tinh hinh an toan
khong gian mang thang 3

Ha N¢i, ngay 11 thang 5 nam 2021

Kinh gui: Cac don vi truc thudc

Thyc hién chi dao cta PGS. TS. Tran Tuan Anh, Phé Chu tich Vién Han
lam Khoa hoc va Cong ngh¢ Viét Nam giao Trung tdm Tin hoc va Tinh toan ra
soat tinh hinh an toan khong gian mang cua Vién Han lam dugc néu ra trong
Bao céo sd 10/BC-CATTT ngay 08/04/2021 ciia Cuc An toan Thong tin — Bo
Thong tin va Truyén thong, Trung tam Tin hoc va Tinh toan da ra soat, thong ké
vé thyc trang 1y nhiém virus/ma ddc trén cac may tinh c4 nhan tai cac don vi
truc thude Vién Han 1am, cu thé 1a:

- C6 8 don vi truc thudc véi tong s6 11 may tinh bi nhiém ma doc
Avalanche va Wannacry.

- Co6 16 don vi truc thudc voi téng sb 84 may tinh bi nhiém virus cac loai.

Trung tdm Tin hoc va Tinh toan thong bao dén cac don vi duoc biét dé ra
soat g& bo virus/ma doc trén may tinh ca nhan thudc don vi quan ly.

(Danh sach cac don vi c6 mdy tinh bi nhiém virus/ma ddc trong phan phu
luc kem theo huong ddan xu ly).

Trong trudng hop can hd trg ki thuat, xin vui 1ong lién hé véi dong chi
Tran Van Sinh, Phong Dam bao cong nghé thong tin — Trung tdm Tin hoc va
Tinh toan qua s6 dién thoai 024.37914773; thu dién tu: sinhtv(@cic.vast.vn.

Tran trong./.
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(Kém theo Céng vin sé

PHU LUC

/THTT ngay

cua Trung tam Tin hoc va Tinh toan)

thang 5 nam 2021

a) Danh sach cic don vi va dia chi may tinh bi 1y nhiém ma déc wanacry va avalanche theo b4o cio Cuc ATTT

(thang 4 nam 2021)
STT Tén don vi IP public ldy nhiém | IP ndi b tai don vi | Loai ma doc nghi bi IP may chu Botnet
lay nhiém
L | Vatlydia cau & Vién hoa hoc cac hop chat thién 210.86.231.167 | 10.17.3.137 Avalanche 184.105.192.2
nhién 10.17.20.153

2 | Vién k¥ thuat nhiét doi 210.86.231.168 | 10.17.21.241 Wannacry 104.17.244.81

3| Bao ting thién nhién Viét Nam 210.86.231.172 igg; E1387 Avalanche 35.229.93.46

4 | Vién Dia chit va vat 1y bién 210.86.231.173 | 10.17.23.189 Avalanche 184.105.192.2

5 Vién cong nghé vii tru va Chuong trinh vii try 210.86.231.175 10.17.22.150 Avalanche 178.162.203.202
6 | Vien sinh thi va tai nguyén sinh vat 210.86.231.178 iggggg Avalanche 184.105.192.2

7 | Ban quan ly dy 4n USTH 123.30.9.44 10.17.40.152 Avalanche 184.105.192.2

8 | Vién Dia chit va vat Iy bién 210.86.231.173 | 10.17.23.189 Wannacry 104.16.173.80




b) Danh sach cac don vi true thude Vién Han 1dm va dia chi may tinh bi 1dy nhiém mi doc khac

(thang 4 nam 2021)
STT Tén don vi IP ndi b tai Loai mi doc bi 1dy nhiém Ghi chu
don vi
10.17.21.229 MALWARE-CNC Win.Trojan.Glupteba.M | Lay nhiém qua Click quang céo trén
10.17.21.37 initial outbound connection trang web. ..
10.17.21.45
10.17.21.39
10.17.21.229 | MALWARE-CNC Win.Trojan.Nvbpass Mi doc danh cap mat khau nguoi
1 Vién Ky thuat nhiét doi 10.17.21.37 variant outbound connection dung
10.17.21.45
10.17.21.39
10.17.21.229 | PUA-OTHER Cryptocurrency Miner Virus dao tién ao
10.17.21.37 outbound connection attempt
10.17.21.45
MALWARE-CNC Win.Trojan.Glupteba.M | LAy nhiém qua Click quang céo trén
10.17.20.112 L :
10.17.20.92 initial outbound conne_ctlon _ trang web... ﬁ '
MALWARE-CNC Win.Trojan.Nvbpass Ma dgc danh cap mat khau nguoi
variant outbound connection dung
10.17.20.100 PUA-OTHER Cryptocurrency Miner Virus dao tién ao
A L , ST A 10.17.20.67 outbound connection attempt
2 Vién Hoa hoc cac hop chat thién nhién 10.17.20 24
10.17.20.72 MALWARE-CNC Win Trojan.Zegost Ijé ma doc Backdoor chg?/ trén rr;éy
10.17.20.153 . i tinh cho phép hacker chiém quyén
variant outbound connection A S
di€u khién may tinh
10.17.20.67 PUA-OTHER XMRig cryptocurrency . N
mining pool connection attempt Virus dao tién o
10.17.3.112 MALWARE-CNC Win.Trojan.Glupteba.M | LAy nhiém qua Click quang céo trén
3 Vién Vat ly dia cau 10.17.3.119 initial outbound connection trang web. .. ’ 7
10.17.3.62 MALWARE-CNC Win.Trojan.Nvbpass Ma ddc danh cap mat khau nguoi




10.17.3.37 variant outbound connection dung
10.17.3.137 MALWARE-CNC Win.Trojan.Zeus variant | Loai ma ddc an cip thong tin tai khoan
outbound connection ngan hang va an cap dit liéu nguoi
dung
10.17.3.62 MALWARE-CNC Win.Trojan.Zegost La ma doc Backdoor chay trén may
10.17.3.171 variant outbound connection tinh cho phép hacker chiém quyén
10.17.3.7 diéu khién may tinh
10.17.3.186
10.17.3.144 PUA-OTHER XMRIig cryptocurrency Virus dao tién ao
mining pool connection attempt
10.17.3.225 PUA-OTHER Cryptocurrency Miner Virus dao tién ao
outbound connection attempt
10.17.3.144 OS-WINDOWS Microsoft Windows SMB | L3 hong thyc thi ma tir xa ton tai trong
remote code execution attempt Microsoft Server Message Block 1.0
(SMBv1). K¢ tan cong khai thac thanh
cong 16 hong sé& thuc hién ma hoéa dir
liéu (Wannacry) va chiém quyén diéu
khién may tinh
10.17.7.54 MALWARE-CNC Win.Trojan.Glupteba.M | L4y nhiém qua Click quang céo trén
initial outbound connection trang web. ..
MALWARE-CNC Win.Trojan.Nvbpass Ma doc danh cap mat khau nguoi
variant outbound connection ding
10.17.7.111 PUA-OTHER Cryptocurrency Miner Virus dao tién ao
outbound connection attempt
s n n 10.17.7.54 MALWARE-CNC Win.Trojan.Zeus variant | Loai mi ddc an cap thong tin tai khoan
Béo tang thién nhién . A1 S L e 1A .
outbound connection ngan hang va an cap di liéu nguoi
dung
10.17.7.145 MALWARE-CNC Win.Trojan.Zegost La ma doc Backdoor chay trén may
10.17.7.54 variant outbound connection tinh cho phép hacker chiém quyén
diéu khién méy tinh
10.17.7.111 PUA-OTHER XMRig cryptocurrency Virus dao tién ao
10.17.7.115 mining pool connection attempt




10.17.7.111 OS-WINDOWS Microsoft Windows SMB | L hong thyc thi ma tir xa ton tai trong
10.17.7.80 remote code execution attempt Microsoft Server Message Block 1.0
10.17.7.54 (SMBv1). K¢ tan cong khai thac thanh
cong 16 hong sé& thuc hién ma hoéa dir
liu (Wannacry) va chiém quyén diéu
khién may tinh
10.17.35.115 | OS-WINDOWS Microsoft Windows SMB | L6 hong thyc thi ma tir xa ton tai trong
remote code execution attempt Microsoft Server Message Block 1.0
Hoc vién KHCN (SMBy1). K¢ tfin céng'lfhai Ehég thanh
cong 16 hong s€ thuc hién ma hoa dix
liéu (Wannacry) va chiém quyén diéu
khién may tinh
MALWARE-CNC Win.Trojan.Glupteba.M | Lay nhiém qua Click quang céo trén
initial outbound connection trang web. Ma doc danh cip cookie,
10.17.40.7 tai khoan, mat khiu tir cac trinh duyét
10.17.40.106 web: Chrome, firefox, opera, ...
Ban Quan 1y du an USTH PUA-OTHER Cryptocurrency Miner Virus dao tién ao
outbound connection attempt
10.17.40.138 MALWARE-CNC Win.Trojan.Zegost La ma doc Backdoor chay trén may
variant outbound connection tinh cho phép hacker chiém quyén
diéu khién may tinh
10.17.50.119 | PUA-OTHER Cryptocurrency Miner Virus dao tién a0
outbound connection attempt
10.17.50.119 | PUA-OTHER XMRig cryptocurrency Virus dao tién a0
10.17.50.84 mining pool connection attempt
Thng 1 toa nha trung tam 10.17.50.24 OS-WINDOWS Microsoft Windows SMB | L hong thuc thi ma tir xa ton tai trong
remote code execution attempt Microsoft Server Message Block 1.0
(SMBv1). Ké tan cong khai thac thanh
cong 16 hong sé& thuc hién ma hoa dir
lidu (Wannacry) va chiém quyén diéu
khién may tinh
Vién Cong nghé Vii tru va Chuong trinh 10.17.22.44 MALWARE-CNC Win.Trojan.Zegost La ma doc Backdoor chay trén may




vi tru

variant outbound connection

tinh cho phép hacker chiém quyén
di€u khién may tinh

10.17.22.170 MALWARE-CNC Win.Trojan.Zeus variant | Loai ma doc an cép thong tin tai khoan
outbound connection ngan hang va an cap dit liéu nguoi
dung
10.17.4.123 PUA-OTHER Cryptocurrency Miner Virus ddo tién a0
outbound connection attempt
9 Vién Hoa hoc 10.17.4.123 MALWARE-CNC Win.Trojan.Zegost La ma doc Backdoor chay trén may
10.17.4.120 variant outbound connection tinh cho phép hacker chiém quyén
diéu khién may tinh
10.17.8.36 PUA-OTHER Cryptocurrency Miner Virus dao tién ao
outbound connection attempt
10.17.8.36 MALWARE-CNC Win.Trojan.Zeus variant | Loai ma doc an cip thong tin tai khoan
10.17.8.224 outbound connection ngan hang va an cap dir liéu nguoi
10.17.8.164 ding
10 | Vién Sinh thai va tai nguyén sinh vt
10.17.8.166 MALWARE-CNC Win.Trojan.Zegost La ma doc Backdoor chay trén may
10.17.8.227 variant outbound connection tinh cho phép hacker chiém quyén
10.17.8.183 diéu khién méy tinh
10.17.8.120 PUA-OTHER XMRig cryptocurrency Virus dao tién a0
10.17.8.36 mining pool connection attempt
10.17.23.82 MALWARE-CNC Win.Trojan.Glupteba.M | Lay nhiém qua Click quang c4o trén
initial outbound connection trang web. Ma doc danh cip cookie,
tai khoan, mat khiu tir cac trinh duyét
web: Chrome, firefox, opera, ...
MALWARE-CNC Win.Trojan.Nvbpass Mi doc danh cap mat khau nguoi
11 | Vién Dia chit va vat Iy bién variant outbound connection ding
10.17.23.85 MALWARE-CNC Win.Trojan.Zeus variant | Loai ma ddc an cap thong tin tai khoan
10.17.23.198 outbound connection ngan hang va an cap dit liéu nguoi
dung
10.17.23.63 MALWARE-CNC Win.Trojan.Zegost La ma doc Backdoor chay trén may

variant outhound connection

tinh cho phép hacker chiém quyén




dicu khién may tinh

10.17.26.172 MALWARE-CNC Win.Trojan.Zeus variant | Loai ma ddc an cip thong tin tai khoan
10.17.26.75 outbound connection ngan hang va an cap dit liu ngudi
dung
10.17.26.107 MALWARE-CNC Win.Trojan.Zegost La ma doc Backdoor chay trén may
10.17.26.52 variant outbound connection tinh cho phép hacker chiém quyén
12 | Trung tam phat trién cong nghé cao di~é L @ién may tinh 5
i 10.17.26.52 OS-WINDOWS Microsoft Windows SMB | Lo hong thuc thi ma tir xa ton tai trong
remote code execution attempt Microsoft Server Message Block 1.0
(SMBv1). Ké tan cong khai thac thanh
cong 16 hong sé& thuc hién ma héa dir
lidu (Wannacry) va chiém quyén diéu
khién may tinh
10.17.30.253 | PUA-OTHER Cryptocurrency Miner Virus dao tién ao
13 | Trung tam Thong tin tur liéu outbound connection_ attempt ‘
j PUA-OTHER XMRig cryptocurrency Virus dao tién ao
mining pool connection attempt
Trung tam ddo tao va chuyén giao cong 10.17.29.117 MA_\LWARE-CNC Win.'l'_rojan.Zegost La ma doc Backdoor chay trén may
14 nohe ' variant outbound connection tinh cho phép hacker chiém quyén
ghe didu khién may tinh
10.17.2.148 PUA-OTHER Cryptocurrency Miner Virus dao tién ao
10.17.2.41 outbound connection attempt
10.17.2.121 PUA-OTHER XMRIig cryptocurrency Virus dao tién ao
10.17.2.47 mining pool connection attemp
15 | Vien khoa hoc vat lidu 10.17.2.26 MALWARE-CNC Win.Trojan.Zeus variant | Loai ma doc an cép thong tin tai khoan
i T outbound connection ngan hang va an cap dir liéu nguoi
dung
10.17.2.23 OS-WINDOWS Microsoft Windows SMB | L4 hong thyc thi ma tir xa ton tai trong
10.17.2.148 remote code execution attempt Microsoft Server Message Block 1.0
10.17.2.20 (SMBv1). K¢ tan cong khai théc thanh

cong 16 hong s& thyc hién ma hoa dit




liu (Wannacry) va chiém quyén diéu
khién may tinh

. A A 10.17.43.224 PUA-OTHER XMRIig cryptocurrency Virus dao tién a0
16 | Chuong trinh Tay nguyén 3 10.17.43.226 mining pool connection attempt
10.17.43.226 PUA-OTHER Cryptocurrency Miner Virus dao tién ao

outbound connection attempt




¢) Hwéng din xir Iy virus/ma déc trén may tinh c4 nhin
+ Cai phan mém diét virus ban quyén hoic kich hoat phin mém mién phi Defender/Windows Security ¢ san cua hé
diéu hanh Windows 7, 8 hoac Windows 10.

+ St dung cédc phan mém néu trén ra quét toan bo may tinh ca nhan. Pac bi¢t 1a nhitng may tinh c6 dia chi IP ndi bd
trong danh sach can uu tién xtr 1y trude nham han ché 1ay nhiém ma ddc qua hé thong mag cta Vién Han lam.
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