TRUNG TAM TIN HQC VA TiNH TOAN

VIEN HAN LAM CONG HOA XA HQI CHU NGHIA VIET NAM
KHOA HQC VA CONG NGHE VN Déc 1ap - Tw do - Hanh phuc

$6:204 /THTT Ha Noi, ngayp5 thang 5 nam 2022

Vv thong béo 16 hong béo mt anh huong cao va
nghiém trong trong cac san pham Microsoft thang 05/2022

Kinh gtri: Cac don vi truc thude
Vién Han 1am Khoa hoc va Cong nghé Viét Nam

_ Ngay 10/05/2022, Microsoft da phat hanh danh sach ban va thang 05 vdi

74 16 hong bao mat trong cac san pham cua minh. Ban phat hanh thang nay déc
biét dang chu y cac 16 hong bao mat c6 mic anh hudng cao nhu sau:

- Lo héng bao mat CVE-2022-26923 trong Active Directory Domain Services
cho phép doi tuong tan cong thuc hién nang cao dac quyén.

- L5 hong bao mat CVE-2022-21978 trong Microsoft Exchange Server cho
phép doi tuong tan cong thyc hién nang cao dac quyén.

- Lo ’h(;)ng bao mat CVE-2022-22017 trong Remote Desktop Protocol Client
cho phép doi tugng tan cong thuc thi ma tur xa.

) - L3 hong bao mat CVE-2022-29110 trong Microsoft Excel cho phép ddi twong
tan cong thuc thi ma tur xa.

Thong tin chi tiét cac 16 héng bao mat co tai Phu luc kém theo.

Nham dam bao an toan théng tin cho hé thong thong tin cua cac don vi, gop
phan bao dam an toan cho hé thong thong tin cua Vién Han lam KHCNVN, Trung
tdm Tin hoc va Tinh toan khuyén nghi cac don vi thuc hién:

1. Kiém tra, ra soat, xac dinh may sir dung hé diéu hanh Windows c6 kha ning
bi 4nh hudng. Thuc hién cap nhat ban va kip thoi dé tranh nguy co bi tdn cong.

2. Tang cuong giam sat va san sang phuong 4n xtr 1y khi phat hién cé déu hiéu
bi khai thac, tin cong mang; dong thoi thuong xuyén theo doi kénh canh bao cua cac
o quan chirc nang va cac t6 chirc 16n vé an toan thong tin dé phat hién kip thoi cac
nguy co tan cong mang.

3. Trong truong hop can hd trg, dé nghi lién hé v6i Phong Dam bao cong nghé
thong tin - Trung tdm Tin hoc va Tinh toan (dién thoai: 024.3791.4773, thu dién tu:
sinhtv@cic.vast.vn).
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Phu luc

THONG TIN VE CAC LO HONG BAO MAT

VA HUONG DAN KHAC PHUC

(Kém theo Céng vin sé /THTT ngay /5/2022

cua Trung tam Tin hoc va Tinh todan)

1. Thong tin vé 16 hdng biao mat

STT

Mai 16 hdng bao mat

Mo ta

1

CVE-2022-26923

- Lo héng trong Active Directory Domain Services cho phép dbi twong

tan cong thuc hién nang cao dic quyén.

- Anh hudng: Windows Server 2012/2016/2019/2022, Windows
11/10/8.1

- Piém CVSS: 8.8 (Cao)

CVE-2022-22017

- L& hong trong Remote Desktop Protocol Client cho phép doi tuong
tan cong thyc thi ma tur xa.

- Anh huong: Windows Server 2022, Windows 11.

- Piém CVSS: 8.8 (Cao)

CVE-2022-21978

- L3 hong trong Microsoft Exchange Server cho phép dbi tuong tan
cong thuc hién tin cong nang cao dic quyén.

- Anh huong: Windows Server 2013/2016/2019.
- Piém: CVSS: 8.2 (Cao)

CVE-2022-29110

- L3 hong trong Microsoft Excel cho phép ddi twong tan cong thuc thi
ma tur xa.

- Anh huodng: Microsoft Office Web Apps Server 2013, Microsoft
Excel 2013/2016.

- Piém CVSS: 7.8 (Cao)

2. Huéng din khic phuc

Bién phap tot nhat dé khac phuc 1a cdp nhat ban va cho céac 16 hong bao mat
noi trén theo hudng dan cua hang. Cac don vi tham khdo cac ban cap nhat phu hop
cho cac sdn pham dang st dung tai link ngudn tham khao tai muyc 1 cua phu luc.

3. Nguon tham khio
https://msrc.microsoft.com/update-guide/releaseNote/2022-May

https://www.zerodayinitiative.com/blog/2022/5/10/the-may-2022-security-

update-review
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