VIEN HAN LAM CONG HOA XA HQI CHU NGHIA VIET NAM
KHOA HQC VA CONG NGHE VN Déc 1ap - Tw do - Hanh phuc
TRUNG TAM TIN HQC VA TiNH TOAN

S6:269 JTHTT Ha Noi, ngay 20 thang 6 nam 2022
V/v théng béo tinh hinh ATTT tai Vién Han lam
thang 05/2022 va hudng dan xtr 1y virus/ma doc

Kinh gui: Cac don vi truc thudc
Vién Han 1am Khoa hoc va Cong nghé¢ Viét Nam

Cin ctr Bao céo s6 6/BC-CATTT ngay 07/06/2022 ctia Cuc An toan Thong
tin - B6 Thong tin va Truyén thong vé tinh hinh an toan thong tin thang 05/2022
va théng ké két ni chia sé dit liéu vé ma doc, giam sat, Trung tdm Tin hoc va
Tinh toan thong bao nhu sau:

- Tai thoi diém thang 05/2022, Vién Han 1am Khoa hoc va Cong nghé Viét
Nam c06 02 dia chi IP Public thudc “Danh sach cac don vi phat hién co6 dia chi IP
nam trong mang Botnet” ctia Cuc An toan théng tin.

- Trung tdm Tin hoc va Tinh toan da tién hanh ra quét trén hé thong bao mat
va phat hién virus/ma doc nguy hiém khac nam rai rac trong cac don vi tryc thudce
Vién Han 1am KHCNVN (chi tiét tai Phy Iuc kém theo).

Trung tam Tin hoc va Tinh toan kién nghi Thu trudng cac don vi chi dao
b6 phan chuyén trach vé cong nghé thong tin tai don vi hodc thué dich vu dé khan
trwong xur 1y triét dé virus/ma doc trén cac may tinh ca nhan do don vi quéan ly

(theo dia chi IP duoc liét ké tai Phu luc kem theo).
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(Kém theo Céng van so

Phu luc
ITHTT ngay

1612022 cua Trung tam Tin hoc va Tinh toan)

DANH SACH PON VI VA IP PUBLIC BI LAY NHIEM MA PQC AVALANCHE THEO CANH BAO CUA CUC ATTT

(THANG 5 NAM 2022)
STT Tén don vi IP public ldy nhiém IP ngi b tai don vi Loai ma dgc 1ay nhiém IP may chu Botnet
1 Vién Hoa hop chat thién nhién 210.86.231.167 10.17.20.164 Avalanche 173.231.184.124
2 Vién Hoa hoc 210.86.231.168 10.17.4.31 Avalanche 216.218.185.162

‘ DANH SACH CAC PON VI TRUC THUQC VIEN HAN LAM
VA PIA CHI MAY TiNH BI LAY NHIEM MA PQC KHAC (THANG 05 NAM 2022)

TT Tén don vi

IP ngi b tai don
vi

Loai ma doc bi lay nhiém

Ghi chu

10.17.20.108

1 | Vién Hoa hoc céc hop PUA-OTHER Cryptocurrency Virus dao tién ao
chat thién nhién 10.17.20.251 Miner outbound connection attempt
10.17.20.116
10.17.20.65 MALWARE-CNC Win.Trojan. La ma doc Backdoor chay trén méy tinh cho phép hacker chiém
10.17.20.104 Zegost variant outbound connection |quyén diéu khién may tinh
10.17.20.139
10.17.20.164 MALWARE-CNC Win.Trojan.Zeus | Loai ma doc an cap thong tin tai khoan ngan hang va in cip dir liéu
variant outbound connection nguoi dung
2 | Vién Vat 1y dia cau 10.17.3.225 PUA-OTHER Cryptocurrency Virus ddo tién ao
10.17.3.199 Miner outbound connection attempt
10.17.3.90 MALWARE-CNC Win.Trojan.Zeus | Loai ma doc an cap thong tin tai khoan ngan hang va in cip dit liéu
10.17.3.172 variant outbound connection nguoi dung
10.17.3.177




IP ngi b tai don

TT Tén don vi i Loai ma ddc bi 1ay nhiém Ghi cha
10.17.3.199 MALWARE-CNC Win.Trojan. Lay nhiém qua Click quang cdo trén trang web. Ma doc danh cép
Glupteba.M initial outbound cookie, tai khoan, mat khau tir cac trinh duyét web: Chrome, firefox,
connection opera, ...
MALWARE-CNC Mi ddc danh cap mat khau nguoi dung
Win.Trojan.Nvbpass variant
outbound connection
3 | Bao tang Thién nhién |10.17.7.46 MALWARE-CNC Win.Trojan.Zeus |Loai ma dc an cip thong tin tai khoan ngan hang va an cap dir liu
Viét Nam variant outbound connection nguoi dung
10.17.7.125 PUA-OTHER Cryptocurrency Virus dao tién ao
10.17.7.123 Miner outbound connection attempt
10.17.7.46 PUA-OTHER XMRig Virus dao tién a0
cryptocurrency mining pool
connection attempt
OS-WINDOWS Microsoft L hong thyc thi ma tir xa ton tai trong Microsoft Server Message
Windows SMB remote code Block 1.0 (SMBv1). K¢ tin cong khai thac thanh cong 16 hong s& thuc
execution attempt hién ma héa dir liéu (Wannacry) va chiém quyén diéu khién may tinh
10.17.7.46 MALWARE-CNC Win.Trojan. Lay nhiém qua Click quang cao trén trang web. Ma doc danh cép
10.17.7.123 Glupteba.M initial outbound cookie, tai khoan, mat khau tir cac trinh duyét web: Chrome, firefox,
connection opera, ...
MALWARE-CNC Ma doc danh cap mat khau nguoi ding
Win.Trojan.Nvbpass variant
outbound connection
4 |Vién Sinh thai va Tai |10.17.8.116 MALWARE-CNC Win.Trojan.Zeus | Loai ma doc an cap thong tin tai khoan ngan hang va in cip dit liu
nguyén sinh vt 10.17.8.248 variant outbound connection nguoi dung
10.17.8.237
10.17.8.3
10.17.8.27 MALWARE-CNC La mi doc Backdoor chay trén méy tinh cho phép hacker chiém
10.17.8.196 Win.Trojan.Zegost variant outbound | quyén diéu khién may tinh

connection




IP ngi b tai don

TT Tén don vi i Loai ma ddc bi 1ay nhiém Ghi cha
5 |Trung tdm Phat trién  |10.17.26.126 MALWARE-CNC Win.Trojan.Zeus | Loai ma ddc an cip thong tin tai khoan ngan hang va an cip dit liéu
cong nghé cao 10.17.26.8 variant outbound connection nguoi dung
10.17.26.60
10.17.26.131 MALWARE-CNC Win.Trojan. Virus dao tién ao
10.17.26.18 Zegost variant outbound connection
6 | Trung tdm Thoéng tin - |10.17.30.253 PUA-OTHER Cryptocurrency Virus dao tién ao
Tu liéu Miner outbound connection attempt
PUA-OTHER XMRig Virus dao tién ao
cryptocurrency mining pool
connection attempt
7 | Vién K§ thuat nhiét  |10.17.21.79 PUA-OTHER XMRig Virus dao tién ao
dé6i 10.17.21.41 cryptocurrency mining pool
10.17.21.53 connection attempt
8 |Tram y té - Vian phong |10.17.42.132 OS-WINDOWS Microsoft L5 hong thuc thi ma tir xa ton tai trong Microsoft Server Message
10.17.42.158 Windows SMB remote code Block 1.0 (SMBv1). K¢ tin cong khai thac thanh cong 16 hong s& thuc
10.17.42.143 execution attempt hién ma héa dir liéu (Wannacry) va chiém quyén diéu khién may tinh
PUA-OTHER Cryptocurrency Virus ddo tién ao
Miner outbound connection attempt
PUA-OTHER XMRig Virus dao tién ao
cryptocurrency mining pool
connection attempt
9 |Vién Hoa hoc 10.17.4.31 PUA-OTHER Cryptocurrency Virus ddo tién ao
Miner outbound connection attempt
10.17.4.31 PUA-OTHER XMRig Virus dio tién ao
10.17.4.9 cryptocurrency mining pool
10.17.4.156 connection attempt
10 | Trung tam Nghién ctru [ 10.17.29.206 MALWARE-CNC Win.Trojan.Zeus | Loai ma doc an cap thong tin tai khoan ngan hang va in cip dir liéu

va Chuyén giao CN

variant outbound connection

nguoi dung




IP ngi b tai don

outbound connection

TT Tén don vi i Loai ma ddc bi 1ay nhiém Ghi cha
MALWARE-CNC Win.Trojan. La ma doc Backdoor chay trén may tinh cho phép hacker chiém
Zegost variant outbound connection |quyén diéu khién may tinh
11 |Vién Cong nghé Vii  [10.17.22.48 MALWARE-CNC Win.Trojan. La mi doc Backdoor chay trén méy tinh cho phép hacker chiém
tru Zegost variant outbound connection |quyén diéu khién may tinh
12 | Tang 1 Toa nha Trung |10.17.50.108 PUA-OTHER Cryptocurrency Virus dao tién a0
tam 10.17.50.177 Miner outbound connection attempt
PUA-OTHER XMRig Virus dao tién ao
cryptocurrency mining pool
connection attempt
OS-WINDOWS Microsoft L hong thyc thi ma tir xa ton tai trong Microsoft Server Message
Windows SMB remote code Block 1.0 (SMBv1). K¢ tan cong khai thac thanh cong 16 hong s& thuc
execution attempt hién ma héa dir liéu (Wannacry) va chiém quyén diéu khién may tinh
13 | Tang 7 Toa nha Trung |10.17.58.23 OS-WINDOWS Microsoft L hong thyc thi ma tir xa ton tai trong Microsoft Server Message
tam Windows SMB remote code Block 1.0 (SMBv1). Ké tdn cong khai thac thanh cong 16 hong sé& thuc
execution attempt hién ma héa dir liéu (Wannacry) va chiém quyén diéu khién may tinh
14 | Vién cong nghé thong [10.17.15.2 MALWARE-CNC Lay nhiém qua Click quang c4o trén trang web. Ma doc danh cip
tin Win.Trojan.Glupteba.M initial cookie, tai khoan, mat khau tir cac trinh duyét web: Chrome, firefox,

opera, ...

HUONG DAN XU LY VIRUS/MA PQC TREN MAY TiNH CA NHAN
- Cai phan mém diét virus ban quyén hoac kich hoat phan mém mién phi Defender/Windows Security c6 san cta hé diéu hanh
Windows.
- Str dung cac phan mém néu trén ra quét toan bo may tinh ca nhan. DBac biét 1a nhitng may tinh ¢ dia chi IP noi bo trong danh
s&ch can uu tién xtr Iy trudc nham han ché 1ay nhiém ma doc qua hé théng mang caa Vién Han 1am./.
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