VIEN HAN LAM CONG HOA XA HQI CHU NGHIA VIET NAM

KHOA HOC VA CONG NGHE VN Déc 1ap - Tu do - Hanh phuc
TRUNG TAM TIN HQC VA TiNH TOAN
S6: 299 /THTT Ha Noi, ngay 28 thang 7 nam 2023

VIv théng bao tinh hinh ATTT tai Vién Han lam
thang 06/2023 va hudng dan xir Iy virus/ma doc

Kinh gui: Cac don vi truc thudc
Vién Han 1am Khoa hoc va Cong ngh¢ Vi¢t Nam

Can cr Béo cdo s6 15/BC-CATTT ngay 18/07/2023 ciia Cuc An toan thong
tin - B6 Thong tin va Truyén thong vé tinh hinh an toan thong tin thang 06/2023
va théng ké két ndi chia sé dir liéu vé ma doc, giam sat, Trung tam Tin hoc va
Tinh toan thong bao nhu sau:

- Tai thoi diém thang 06/2023, Vién Han 1am Khoa hoc va Cong nghé Viét
Nam ¢6 02 IP ndm trong “Danh sach cac don vi phat hién c6 dia chi IP ndm trong
mang Botnet” cua Cuc ATTT.

- Trung tdm Tin hoc va Tinh toan da tién hanh ra quét trén hé thong bao mat
ctia Vién Han 1am KHCNVN va phat hién virus/ma doc nguy hiém khac nam rai
rac trong cac don vi tryc thuoc Vién Han lam KHCNVN.

Trung tam Tin hoc va Tinh toan kién nghi Thu truéng cac don vi truc thudc
Vién Han 1am KHCNVN chi dao xu 1y triét dé virus/ma ddc trén cac may tinh ca
nhan do don vi quan 1y (theo dia chi IP duoc liét ké tai Phu luc kem theo) dé
khong anh huéng dén hé thong mang chung cia Vién Han 1am KHCNVN.

Tran trong./ .

Noi nhgn:

- Nhu trén;

- Vién Han 1am KHCNVN (dé b/c);
- PCT. Tran Tuin Anh (dé b/c);

- Giam ddc (dé blc);

- Luu: VT.

KT. GIAM POC

Pham Hong Cong



Phu luc

‘ DANH SACH PON VI TRUC THUQC VIEN HAN LAM KHCNVN )
VA IP PUBLIC BI LAY NHIEM MA PQOC AVALANCHE THEO CANH BAO CUC ATTT (THANG 6 NAM 2023)

(Kém theo Céng van sé ITHTT ngay  /7/2023 ciia Trung tam Tin hoc va Tinh todn)
TT Tén don vi IP public ldy nhiém | IP néi b tai don vi Loai mi doc lay nhiém IP may chii Botnet
210.86.230.178 10.17.8.36 Avalanche-andromeda 107.6.74.81
1 |Vién Sinh thai va Tai nguyén sinh vat
210.86.230.168 10.17.8.168 Avalanche-andromeda 184.105.192.2

_ DANH SACH CAC PON VI TRUC THUQC VIEN HAN LAM KHCNVN
VA PIA CHI MAY TiNH BI LAY NHIEM MA PQC KHAC (THANG 06 NAM 2023 )

TT Tén don vi IP ndi bo tai don vi Loai ma déc bi 1y nhiém Ghi chu
PUA-OTHER Cryptocurrency Miner Virus ddo tién 4o
S . Zooa 1.~ 10.17.20.121 outbound connection attempt
1 |Vién Hoéa hoc céac hop chat thién nhién -
PUA-OTHER XMRig cryptocurrency |,. C A g
. . Virus dao tién 4o
mining pool connection attempt
PUA-OTHER Cryptocurrency Miner Virus dio tidn do
outbound connection attempt
A e Ae 1t Ae tas 10.17.21.225 MALWARE-CNC Win.Trojan.Zeus |Loai ma doc in cip thong tin tai khoan ngan
2 | Vién Ky thuat nhiét doi variant outbound connection hang va an cap dit liéu nguoi ding
PL_JA-OTHER XMRl_g cryptocurrency Virus dio tin do
mining pool connection attempt
10.17.23.28 MALWARE-CNC Win.Trojan.Zeus |Loai ma doc in cip thong tin tai khoa a
3 | Vién Dia chét va Dia vat 1y bién 10.17.23.104 - rojan. palma Joe an cap “ong ti fal xnoan Ngan

10.17.23.160

variant outhound connection

hang va an cap dir liéu nguoi dung




TT Tén don vi IP ndi b tai don vi Loai mi doc bi 1y nhiém Ghi chu
PUA-OTHER XMRig cryptocurrency Virus dio tin do
4 |Trung tam Nghién ciru va Phat trién 10.17.26.165 mining pool connection attempt
cong ngh¢ cao R PUA-OTHER Cryptocurrency Miner | &0 s o
outbound connection attempt
PUA-OTHER Cryptocurrency Miner . C A
. . ) outbound connection attempt Virus ddo tién do
5 |Trung tam Thong tin — Tu liéu 10.17.30.253 -
PUA-OTHER XMRig cryptocurrency Virus ddo tidn 40
mining pool connection attempt
) L hong thyc thi ma tir xa ton tai trong
Tram Y t€ (thuoc Van phong Vién Han |10.17.42.39 . : Microsoft Server Message Block 1.0 (SMBv1).
6 |1am KHCNVN) 10.17.42.142 SI\S/I-I;Nr L'\r'n[;?evé’f dg”;f(re"ciﬁfér\]’\g{t‘ggwf Ké tan cong khai théc thanh cong 1 hong s&
10.17.42.190 P thuq hién ma héa dr liéu (Wannacry) va chiém
quyeén dieu khién may tinh

HUONG DAN XU LY VIRUS/MA PQC TREN MAY TiNH CA NHAN
- Cai phan mém diét virus ban quyén hoic kich hoat phan mém mién phi Defender/Windows Security ¢é sin cta hé diéu hanh tir
Windows 7 tré [én.

- St dung cAc phan mém néu trén ra quét toan bo mdy tinh c4 nhan. D3c biét 1a nhiing may tinh ¢6 dia chi IP ndi bo trong danh
s&ch can wu tién xr 1y trudc nham han ché lay nhiem ma doc qua hé thong mang cua Vién Han lam KHCNVN./.
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